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Have you switched to cloud-based practice management software (PMS)? Or are you just
beginning to think about ditching your server for the freedom cloud-based services offer? Don’t
fire your managed services IT provider just yet. As you evaluate different options, keep the
following three considerations in mind.

1. Data security
If you plan to eliminate your server, have you thought about where and how miscellaneous
patient and/or business data will be stored? Examples of electronic protected health information
(ePHI) include referral letters, copies of treatment plans, patient voicemail messages from your
VoIP phone system or emails. Storing patient data on individual workstations is not secure even if
the device is password protected. Sections 45 CFR 164.312(a)(1) and 164.312(b) of the Security
Rule require that you implement secure access as well as audit controls to protect ePHI from
unauthorized access—whether it’s an unauthorized team member or a hacker. How will you
protect your network in general?
Storing ePHI even temporarily on a workstation, then deleting it and emptying the trash bin, is not
HIPAA compliant. Sections 45 CFR 164.310(d)(2)(i) and (ii) of the Security Rule require that “PHI on
electronic media, clearing (using software or hardware products to overwrite media with nonsensitive data), purging (degaussing or exposing the media to a strong magnetic field in order to
disrupt the recorded magnetic domains), or destroying the media (disintegration, pulverization,
melting, incinerating or shredding).”

2. Remote login policy
Given all the changes and uncertainty 2020 brought, it is much more common to have team
members working exclusively from home and logging in to your PMS remotely. This is certainly
the advantage of using a cloud-based PMS. However, don’t forget to implement access controls,
such as limiting the IP addresses that can log into the PMS, and/or using two-factor
authentication. This prevents staff from logging in from locations lacking proper security such as
a cell phone, public location with open Wi-Fi, or a friend’s tablet.
Section 45 CFR 164.308(a)(1)(ii)(D) requires that you implement procedures to regularly review
records of information security activity such as audit logs, access reports and security incident
tracking. This includes auditing log ins to your PMS.

3. Password protection
A third consideration includes protecting your passwords. One Michigan dental practice had a
close call because they saved their PMS password in the browser. Unfortunately, a team member
clicked a link in an email thinking she was renewing their antivirus program, proceeded to pay
with the office credit card and suddenly found she had involved the office in a scam. The practice
became concerned that their PMS could be in jeopardy because the password had been saved
in the browser. Fortunately, their PMS provider was able to verify the ePHI was not accessed by
unauthorized individuals. Thankfully, there was no breach.
The most secure option is to not allow any browser to save passwords—and definitely not allow
passwords to be posted on a sticky note on your monitor. Use two-factor authentication (2FA)
wherever possible. 2FA is a method of establishing access to an online account or computer
system that requires the user to provide two different types of information. For example, using a
username and password to log into a site, then receiving a numeric code via a text message or
email that must also be used to complete the login process.
While you enjoy the business flexibility of cloud-based PMS, remember to have frequent and
candid conversations with your managed services IT partner about maintaining optimum—and
HIPAA compliant—security of your valued data.
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